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Introduction

The ASRS Secure Employer Website serves many important functions and provides ASRS
employers an efficient and secure method to submit required data to the ASRS.

Through the ASRS secure employer website, you will submit:

¢ Online enrollments for new employees who meet membership

e Active and alternate contributions each pay period

e Ending payroll verification forms for refunding, retiring employees and survivors
e Retiree return to work forms

You will also be able to download reports detailing Health Insurance Premium Benefit payments
that your employer may be receiving for retirees and LTD recipients.

Through the ASRS secure employer website, you will maintain:

e Employer users who will be logging in and working with the applications described
above

e Long Term Disability contacts

e Employer addresses, both physical and mailing

e FEligible email address domains for employer users

Data security and privacy are of utmost importance to the ASRS. To become an ASRS Secure Employer
Website Administrator, also referred to as an Employer Administrator, you must first be authorized either

by an existing Employer Administrator at your organization or by completing an ASRS Employer

Administrator Initial Authorization and Designation Form. We strongly encourage every organization

to have at least two authorized Employer Administrators.

As the Employer Administrator for your organization, you have a very significant responsibility to ensure

only authorized employer users are accessing the ASRS Secure Employer Website.

You can fulfill this responsibility by:

e Preventing employer users from sharing Login IDs and passwords by ensuring each user
has their own unique Login ID and password.

e Deactivating employer users when they are no longer authorized to access the site.

e Monitoring the activity report, which will display the last 60 days of employer user
activity.



This guide will walk you through the steps needed to achieve your ASRS Secure Employer
Website Administrator responsibilities, including:

e Registration

e Adding users

e Assigning roles

e Deactivating users

¢ Maintaining contacts

e Maintaining employer addresses

e Maintaining authorized email addresses
e Accessing the activity report
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Registering as an Employer Administrator

Step 1

Go to the ASRS website (AzZASRS.gov). On the black navigation bar, click Employers.
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Your future.

RETIREMENT SYSTEM Secure for your lifetime.
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The Value of Your Membership

A Pension for Your Lifetime

With the ASRS, your monthly pension
payments will last for your lifetime.

Learn about Retirement Annuity Options >>

Benefit Member Estimate
Payments Education Your Benefits

Step 2

From the Employers page, click the button labeled Secure Employer Login.
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Home
Employers

Welcome ASRS Employer Partners!

Presented here is information for ASRS Employer partners

Employers participating in the Arizona State Retirement System have

ACH Payment Process
Employer Secure Account

unique and statutory obligations to ensure employee participation, to
make payments of required contributions and in the processing of
employees moving into retirement

In addition to general information presented here, employer
representatives have access to the Employer Secure Section of this

.;-“AEIZONA STATE website. For details and to log in to the secure section, click the
RETIREMENT SYSTEM

button below.
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Step 3
On the Employer Login and Registration page, click Registering as
Administrator?

.84 ARIZONA STATE ‘ Your imestment EMPLOYER
- RETIREMENT SYSTEM Secure for your lifetime. SECURE ACCOUNT

Retum to ASRS public website

Employer Login and Registration

Employer Information
Log in or register right now to

* maintain employer users
* manage contribution payments
* manage employee verifications

manage ending payroll verification

access forms & packets

register for employer meetings
e send secure message

For security purposes, be sure you are using a unique Login ID and Password and are not sharing credentials with others.

We have created tips to assist. Just look for the @ icon.
Employer Login Form

loginID @ | Enteruserid

Password © Enter password

Login

Help and Registration

Having Trouble Logging In?

Employer Administrator registration
— Regiseing as Adninisttor
If you are a Member user, please refer to the registration instructions found on our Member Login and Registration page.

Privacy and Accessibility Policies | ContactUs | © Copyright 2026 AZgov

Step 4
On the Web User Registration page, click on the button labeled Register for Secure
Account.

;“ ARIZONA STATE ‘ Youripvestment. SRS
RET'REMENT SYSTEM Secure for your lifetime. Securs Account

Retum to ASRS public website

Web User Registration

Information on Establishing an Online Access Account
The ASRS is proud to present to employers the ability to access employer information online. In order to have access you must register for an account. To register, you will have to do the following:
1. Contact the ASRS External Affairs Employer Liaison to verify the primary contact information we have on file for your employer.
2. Return back to this page and click on the link below to begin registration.
3. Review the Access Agreement and accept it.
4. Submit the details provided by the ASRS External Affairs division.
5. Set up the Primary and Secondary users as required.
Currently, some of the applications available to you are:

* Web Authentication System allows you to maintain primary and secondary user information.
¢ Online Contributions System enables you to submit contribution data and payments electronically.

— [ Registr for Secure Account Access ][ Cancel ]




Step 5
When prompted, enter the information requested. If you need the employer number or Tax ID
number, please contact your assigned ASRS Employer Liaison.

When you have finished reviewing your information, click the button labeled Submit.

.96 ARIZONA STATE | Youinesiment
" RETIREMENT SYSTEM | it orsour etime. "WASRS

Return to ASRS public website

Employer Registration

Initial Information Entry

In order to initiate your request for online access, please provide the information below. This information will be validated against the information that you provided to the ASRS External Affairs division during the initial
registration process.

First Name

Last Name

Employer Number

Employer Tax ID Number

[

Cancel

Step 6
Read the Web User Registration Access Agreement. When finished reading, click the
button labeled | agree.

.'Q....AR[ZONA STATE Your investment.
© RETIREMENT SYSTEM | S0t orjour fetime. '"/fASRS

Return to ASRS public website

Web User Registration

Access Agreement

Welcome to the Arizona State Retirement System (ASRS) Employer Web Account. Please read the entire agreement below and then click on the accept button if you accept the
terms of this agreement.

Agreement:

1. As a participating employer of the ASRS, | acknowledge | am creating this account as the authorized administrator, manager, and/or specialist employer user.
2. 1 understand any unauthorized access or use is not permitted.

3. I have read the ASRS Privacy Policy and | understand the terms regarding the collection and use of our employee’s Personal Identifiable Information (PIl).

4.1 agree to protect our employee's personal online assets by not revealing my password to anyone.

5.1 will change my password regularly and contact the ASRS if an unauthorized person gains access to my password or if | discover any unauthorized activity.

6.

7.

8.

9,

.1 will not leave my computer unattended while in the middle of a session and will use the secure Log Off when | have completed my visit.

. All information | submit to the ASRS will be an accurate reflection of the 's 1t status and ip
. As an administrator or manager, | will only give access to authorized personnel and | understand all authorized personnel is required to have a unique login.

. As an administrator, | will promptly remove access upon termination of personnel with manager or processor/specialist access.

Disclaimer:

Although the ASRS strives to provide timely data, the ASRS does not guarantee the accuracy, reliability or timeliness of information on the ASRS website. The ASRS will not be
responsible or liable for any loss, consequence, or damage resulting directly or indirectly from reliance on the accuracy, reliability, or timeliness of the information. The information
on this website may have been derived from other sources and could be reviewed by the ASRS periodically throughout the duration of the website. If you notice any data that
appears to be incorrect, please notify the ASRS. It is the responsibility of the employer ini to update the
user to update the user information.

| agree J I do not agree

information and the responsibility of each employer




"“‘. ARIZONA STATE Your investment.
RETIREMENT SYSTEM | e foour etime. m’fASRS

Return to ASRS public website

Web User Registration

Information on E: g an Online A A t

The ASRS is proud to present to employers the ability to access employer information online. In order to have access you must register for an account. To register, you will have to do
the following:

1. Contact the ASRS External Affairs Employer Liaison to verify the primary contact information we have on file for your employer.
2. Return back to this page and click on the link below to begin registration.

3. Review the Access Agreement and accept it.

4. Submit the details provided by the ASRS External Affairs division.

5. Set up the Primary and Secondary users as required.

Currently, some of the applications available to you are:

* Web Authentication System allows you to maintain primary and secondary user information.
¢ Online Contributions System enables you to submit contribution data and payments electronically.

{ Register for Secure Account Access ][ Cancel ]

Step 7
When prompted, create a Login ID and Password. The Login ID must be unique and the

password must follow the security protocols listed on the page. Enter your title, phone number
and extension (if any).

Review your information then click the button labeled Submit.

.96 ARIZONA STATE | Yourimesimert
*_ RETIREMENT SYSTEM | e o sourfetime. m’fASRS

Retumn to ASRS public website

Web User Registration

Additional Information Entry
The information requested below is required to complete your online registration. Select Continue when completed.

New login and password requirements have been put into effect recently. Please refer to the @ icon for tips and instructions.

© Login ID |
|

Confirm Password ‘

© Password

Your Password MUST contain:

® Between 8 and 20 characters

o At least one upper AND one lower case letter

e One number OR special character !"#$%8&()*+,-./5<=>?@N*_"{|}~
And it CANNOT:

® Be the same as your login ID

Email Address |@| select a Email Domain v |
Retype Email Address |@| select a Email Domain v |
Title
Phone Number  ( )| - Ext |

Please make note of your Login ID. You will need it to have access to the website.

Definitions

* The Login ID provided must be unique across all users of the ASRS website. This includes both employers and members.
* Please make note of your Login ID. You will need it to have access to the website.




Step 8
The ASRS will process your information and will generate an email, providing you with a link to
activate your account.

You must follow the instructions in this email to complete the registration process. Once you
have completed this step of the registration process, you will be able to use your ASRS Login ID
and password to log into the ASRS Secure Employer Website for the first time.

X 'ARIZONA STATE | Yourinvestment.
'.’,’?EHREM ENT SYSTEM | e forsour eime. WyASRS

Return to ASRS public website

Secure Account Registration in progress

Almost Complete!
For security reasons, your email address must be validated. You cannot login to your secure account without this last step.
Click on the link we just sent to your email address (on file with the ASRS). Once you click, a new browser will open to the ASRS website. You will be prompted to enter your Login ID and the password you selected.

* Allow up to 15 minutes to receive the email.
o It will arrive from WebAdministration.
* Be sure to check your Junk Mail.

Thank you.

Return to Return to Login Page

Email Notification
Congratulations!

An emad s heen seni b e A00ress Yo PIovOSa conmamng & ink T pouw I use 10 complede your regisiraion wiif he ABRS wel sie
The ink issued o you wi expre i 14 days. When you faikow the ink. you will be prompted o enter the Login |0 and parsswort you chiose during (he regisiraton pocess

Refum o Me ASHS Home Fage

Frevmey e BcTesitiny Ponien Comtsctlln | 8 Comriph 2015 A2 gow

Dear Test Administrator,
Your account for access to the Arizona State Retirament System (ASRS) Secure Site has been created.

To activate your account, click the fink below, or copy and paste it into 8 browser window. This will take you to a page on the ASRS website that will activate your account, and you will be prompted to login using the Login 1D and password you created when registering.
are itive. After you log you may access your area of the site that permits you to view and edit details about your account.

LOGIN URL: https://secure.azasrs.samplelink. gov/

The link above will explre In 14 days. If it expires prior to activating your account, you will need to re-register In order to access your account. i you have forgotten your Login ID or password, please Re-register to step through account creation again.
if you have locked your account {three unsuccessful attampts to log In), contact our Employer Relations Division at EmployerRelations@azasrs.gov for assistance.

Thank you for using the ASRS Secure Site.

THIS IS AN AUTOMATED MESSAGE -- PLEASE DO NOT REPLY

PRIVACY NOTICE: This g i is for the sole use of the intended recipient(s} and may contain business nd p ged i ¥ ized review, use, disclosure or distribution is prohibited.
1f this e-mall was not intended for you, please destroy all copies of the original message and attachments.

Reference Number: 1111
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Adding Employer Users
Step 1

Go to the ASRS website (AzASRS.gov). On the black navigation bar, click Employers.
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SRS

Step 2

From the Employers page, click the button labeled Secure Employer Login.

ARIZDNA nmo a

..Q.‘..ARIZONA STATE | Yourinvestment.

Your future.

L 4
RET'REMENT SYSTEM | Secure for your lifetime.

L] Retirement Central Members EEES Employers News About Us Inquiries

Home

Employers

Welcome ASRS Employer Partners!

Presented here is information for ASRS Employer partners.

Employers participating in the Arizona State Retirement System have
unique and statutory obligations to ensure employee participation, to
make payments of required contributions and in the processing of
employees moving into retirement.

ACH Payment Process

Employer Secure Account

In addition to general information presented here, employer
representatives have access to the Employer Secure Section of this
website. For details and to log in to the secure section, click the
button below.

Secure Employer Login

354 ARIZONA STATE
RETIREMENT SYSTEM
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Step 3
On the Employer Login and Registration page, enter your Login ID and password and click
Login

E;AR|ZONA STATE Your investment. EMPLOYER

Your future.

RETIREMENT SYSTEM | secure for your lifetime. SECURE ACCOUNT

Retum to ASRS public website

Employer Login and Registration

Employer Information
Log in or register right now to

 maintain employer users
* manage contribution payments

manage employee verifications
manage ending payroll verification
access forms & packets

register for employer meetings
send secure message

0

For security purposes, be sure you are using a unique Login ID and Password and are not sharing credentials with others.

We have created tips to assist. Just look for the @ icon.

Employer Login Form

LoginID @ | Enteruserid

Password © Enter pa

Login

Help and Registration

Having Trouble Logging In?

Employer Administrator registration

Registering as Administrator?

If you are a Member user, please refer to the registration instructions found on our Member Login and Registration page.

Step 4
After you have arrived at the Employer Home page, select Maintain Employer
Users from the left navigation menu.

A8 ARIZONA STATE | Yourinvestment. EMPLOYER

Your future.

RETIREMENT SYSTEM | secure for your lifetime. SECURE ACCOUNT

Return to ASRS public website

Employer Home
Welcome to Your ASRS Employer Homepage
Your employer homepage has been created for you to process information for your employees.

Premium Benefit <
<

You have 2 unread messages. Click here to view your Secure Messages
Other Operations

Employer Name
Laaisioitl=an s ASRS Test Employer

Forms & Packets

Administrators:
Ending Payroll Verification

Review Return To Work Data table
Forms

Maintain Employer Users
Maintain Employer Contacts

Check Member Eligibility

Employer Users Activity

Report

Your Profile e e




Step 5
At the bottom of the Maintain Employer Users page, click the button labeled Add New

Employer User

Live Chat
Maintain Employer Users -

The following table contains the list of users for your employer. You may "Add a New Employer User” at the bottom of this page. You may deactivate or modify application group(s) for individual users by selecting their Login
ID.

For your convenience, deactivated users will continue to be displayed for 6 months.

Data table

Login ID

First Name | Last Name

Status

Application / Group

" User 48

Ned

Flanders

Registered

File Upload Contribution Reporting
Maintain Payment
Maintain ACR File Upload

User 53

Homer

Simpson

Registered

Long Term Disability
LTD Associate

User 61

Patty

Registered

Ending Payroll Verification
EPV Specialist

File Upload Contribution Reporting

PDA and Term Pay Specialist

Phillip Fry Registered - B L. .
User 23 File Upload Contribution Reporting
PDA and Term Pay Specialist
User 11 Marge Simpson De-Activated - 10/06/2025
., Userg Seymore | Skinner De-Activated - 12/09/2025
| User3 Troy | McClure De-Activated - 12/09/2025
| Userd Clancy Wiggum De-Activated - 10/04/2025

Add a New Employer User

C—
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Step 6
On the Add New Employer User page enter the new employer user information in the

form fields and check the box next to each Application Group to which the new employer user
will be given access.

Add New Employer User

The information requested below is required to add a web user. Select Save when completed.

First Name ‘

Last Name ‘

Email Address @ | Select a Email Domain v

Retype Email Address @| Select a Email Domain v |

© LoginID ‘

Phone Number ‘ Ext

Application Groups

ACH Miscellaneous Payments
OView ACH information
(OMaintain ACH information

ASRS Secure Site
UEmployer Administrator

Ending Payroll Verification
(JEPV Specialist

File Upload Contribution Reporting
OMaintain CSR
OMaintain Payment
JMaintain File Data
(JMaintain ACR File Upload
(JPDA and Term Pay Specialist

Long Term Disability @

OLTD Associate
OJLTD Signer Only

Online Enrollments
OJProcess Enroliments

Report Management
(JHI Premium Benefit Specialist

Return To Work
JRTW Specialist

Service Verification

UJCNW and Military Call Up Specialist

OLeave of Absence Specialist

Note:
A web user can be assigned the role

of either an LTD Associate or an
LTD Signer, but not both.

Both roles have access to and can
sign the LTD packets, discuss claims
with Broadspire by phone and email
and submit LTD documents to
Broadspire by secure messaging but
only the LTD Associate:

o Can login to Broadspire claims
system online

e Receive Monthly Claims
Activity Reports

e Receive all emails

-claim received email

-return to work email

-claim approval email
-termination/denial notice email

e Receive approval letter

e Receive denial letter

13



Step 7
Read the application groups authorization and acknowledge by checking the Authorizing
Online Application Access box, then click Save.

Please read the authorization below and acknowledge by checking the box, then click on Save.
It is the secure employer website Administrator's responsibility to authorize access to the applications available on the ASRS secure employer website for the registered employer users.

By giving an employer user access to one or more of the following online applications, you are acknowledging that the employer user is authorized to view all data that is contained within each
online application.

Employer Administrator will allow the employer user to add new employer users, authorize and remove access to any of the available online applications, deactivate employer users, authorize
and remove LTD and Executive contacts, manage employer addresses and email address domains, and view recent activity of these changes.

Ending Payroll Verifications will display the name and social security number for employees who have requested retirement or refund from ASRS or died prior to retiring.

Online Contribution Reporting will display the name, social security number, status, salary, contributions, service purchase deductions, employee type, member type, employee classification and
hours worked each pay period for all actively contributing employees.

The name, social security number, salary, ACR amount, employee type and return to work date for return to work retirees will be displayed.
Bank account and routing numbers from which contributions are paid is accessible.

PDA and Term Pay Specialist will receive direct messages that include either a member's Payroll Deduction Authorization or an Authorization for Termination Payment service purchase form that
has to be implemented.

Online Enrollments will display the name, date of birth and social security number for new employees who go through the online enrollment process. The name and social security number will
also be displayed for employees who have contributed but not enrolled, and who have enrolled but not yet contributed.

HI Premium Benefit Specialist is authorized to access the health insurance premium benefit report which contains the name, social security number and health insurance elections for certain

retirees and LTD participants.

Return to Work forms will display the name, social security number, termination date, normal or early retirement status, return to work date and the intent of their employment.
CNW and Military Call Up will have access to request and view the status of a CNW and/or Military Call Up request.

Leave of Absence will display the name, social security number, and certain employment dates and require response for members requesting to purchase an unpaid leave of absence.

The secure employ bsite Admini: is also responsible for deactivating any employer user accounts that are no longer authorized to access the ASRS secure employer website.

[ Authorizing Online Application Access

The new user will now appear on the Maintain Employer Users page in a “pending” status and a temporary
password will be emailed to the new user so they can complete their registration.

New Employer User Created

User Creation Success

An email has been sent to NewTestUser@ ol MRS ith further instructions on how to finish setting up the account. The new user will need to know the following data associated with
the account: First Name, Last Name, email address, phone number and Login ID.

{ Return to Maintain Employer Users ]

ACH Miscellaneous Payments
View ACH information
Ending Payroll Verification
EPV Specialist
Long Term Disability
LTD Associate
Return To Work
RTW Specialist

NewTestUser New User Pending




NOTES:

1. When creating web user accounts, please use your employee’s legal names. Do not use
nicknames.

2. Each web user must have a unique email address and Login ID. Any discovery of shared
credentials will result in automatic deactivation of the account.

3. Make a note of the contact information entered to create the user account and provide that
information to the user. To be able to unlock their account and reset their password the user
must be able to enter their information exactly as it was entered in our system.

4. The Login ID is something that you create for the employer user. The Login ID can be up to
32 characters and may contain letters, numbers and most punctuation.

5. The Login ID is not included in the email with the temporary password. You will need to
inform the user of the Login ID you created so that they can use that ID and the temporary
password to login to the ASRS Secure Employer Website.

6. To create an employer user without access to applications, do not check any boxes next to
Application Groups.
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Assign Roles to Existing User

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, select Maintain Employer Users from the left
navigation menu.

A8 ARIZONA STATE | Yourinvestment. EMPLOYER

Your future.

RETIREMENT SYSTEM | sccure for your lifetime. SECURE ACCOUNT

Return to ASRS public website

Employer Home
Welcome to Your ASRS Employer Homepage
Your employer homepage has been created for you to process information for your employees.

Premium Benefit <
<

You have 2 unread messages. Click here to view your Secure Messages
Other Operations

Employer Name
Laaisioitl=an ASRS Test Employer

Forms & Packets

Administrators:
Ending Payroll Verification

Review Return To Work Data table
Forms

Maintain Employer Users
Maintain Employer Contacts

Check Member Eligibility

Employer Users Activity
Report

Your Profile <
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Step 3

Find the employer user whose roles you want to change and click on the Login ID to open their
Maintain Employer Web User page.

Note: See Section 2: Adding Employer Users for instructions if you need to assign
roles to a new user.

Maintain Employer Users

The foliowang table condains the list of users for your employer You may “Add a New Empioyer User” at the Dotiom of
his page. You may deactivale of mody application groupds) for Indaatual users by saleching thee Login 1D

For your convenience deactivaled users will conlinue 1o be displayed for 6 months

(Status  Application | Group
| Faw Upload Sontraxtion FHepocting |
| Maimiain CSR
Lsera User Five |Regstersd| Manipin Paymant
| Maintain Fie Data
Maintam ACR File Upioad

ASRS Secure Site
Employer Adrmimistrator
Ending Payioll Verhcahion
EPY Speciaist
s e : Oniing Enroiments
US_EFS USE_F Three Registensd Erocass Encolments
Report Masagement
i Premium Benelit Speciaist
Rafurn To Waork
RTW Specialst

| — |
||.qu|n | First Name | Last Name

i 4 ’ -

Fire Lipiosd Contribution Repocting
[ Maintain CSR
Userd User- FOUT | Regisiered | Maimain Payment
| | | Maintain Fée Data
Maintain ACR Fie Uplosd

18



Step 4

Check the box next to each Application Group to which the employer user will be given access.

Maintain Employer Web User

User and Application Group Settings

You may modify the application group assignments of each employer user. The employer user may need to log out and then back in to access the newly-assigned application group(s).

Name User Five

Login ID User5

Email Address User5@email.com
Phone Number 520-555-5555
Status Registered

ACH Miscellaneous Payments
BView ACH information
EMaintain ACH information

ASRS Secure Site
BEmployer Administrator

Ending Payroll Verification
BEPV Specialist

File Upload Contribution Reporting
BMaintain CSR
EMaintain Payment
EMaintain File Data
EMaintain ACR File Upload

Application Groups | BPDA and Term Pay Specialist

Long Term Disability @
CILTD Associate

Step 5
Read the application groups authorization and acknowledge by checking the Authorizing
Online Application Access box, then click Save.

Please read the authorization below and acknowledge by checking the box, then click on Save Group Changes.

It is the secure employer website Administrator's responsibility to authorize access to the applications available on the ASRS secure employer website for the registered employer users.

By giving an employer user access to one or more of the following online applications, you are acknowledging that the employer user is authorized to view all data that is contained within each
online application.

will allow the

P user to add new employer users, authorize and remove access to any of the available online applications, deactivate employer users, authorize
and remove LTD and Executive contacts, manage employer addresses and email address domains, and view recent activity of these changes.

Ending Payroll Verifications will display the name and social security number for employees who have requested retirement or refund from ASRS or died prior to retiring.

Online Contribution Reporting will display the name, social security number, status, salary, contributions, service purchase deductions, employee type, member type, employee classification and
hours worked each pay period for all actively contributing employees.

The name, social security number, salary, ACR amount, employee type and return to work date for return to work retirees will be displayed.
Bank account and routing numbers from which contributions are paid is accessible.

PDA and Term Pay Specialist will receive direct messages that include either a member's Payroll Deduction Authorization or an Authorization for Termination Payment service purchase form that
has to be implemented.

Online Enrollments will display the name, date of birth and social security number for new employees who go through the online enrollment process. The name and social security number will
also be displayed for employees who have contributed but not enrolled, and who have enrolled but not yet contributed.

HI Premium Benefit Specialist is authorized to access the health insurance premium benefit report which contains the name, social security number and health insurance elections for certain
retirees and LTD participants.

Return to Work forms will display the name, social security number, termination date, normal or early retirement status, return to work date and the intent of their employment.
CNW and Military Call Up will have access to request and view the status of a CNW and/or Military Call Up request.
Leave of Absence will display the name, social security number, and certain employment dates and require response for members requesting to purchase an unpaid leave of absence.

ACH Miscellaneous Payments This feature allows authorized users to make ACH payments for Employer payments to ASRS. Certain payment types will require an SSN and/or back-up document
upload.

The secure employer website Administrator is also responsible for deactivating any employer user accounts that are no longer authorized to access the ASRS secure employer website.

) Authorizing Online Application Access

Save Group Changes Cancel

Upon their next login, the employer user will have access to the applications you have just
assigned to them.

19
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Deactivating Employer User
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Deactivating Employer User

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, sclect Maintain Employer Users from the left
navigation menu.

A8 ARIZONA STATE | Yourinvestment. EMPLOYER

Your future.

RETIREMENT SYSTEM | sccure for your lifetime. SECURE ACCOUNT

Return to ASRS public website

Live Chat

Communication & Education < Emp|°yer Home
Contribution Reporting <
Welcome to Your ASRS Employer Homepage
Online Enroliments <
‘Your employer homepage has been created for you to process information for your employees.

Premium Benefit <
You have 2 unread messages. Click here to view your Secure Messages

Other Operations <

Employer Name

Leaeiilizmes ASRS Test Employer

Forms & Packets
Administrators:
Ending Payroll Verification

Review Return To Work Data table
Forms

Maintain Employer Users
Maintain Employer Contacts

Check Member Eligibility

Employer Users Activity
Report

Your Profile <
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Step 3

Click on the Login ID of the employer user who needs to be deactivated to open their

Maintain Employer Web User page.

Maintain Employer Users

The iohowing table contams the list of users for your empioyver. You may "Add a Mew Empiloyer Liser al he bottom of
this page You may deacivate of modify application group(s) for indaidual users by selecting thee Login iD

For yir convenence deatthvaled users Wil ConlinuG i e diplyed for 6 monihs

Users | User

Five

Status

Registansd

Application | Group

Fae Liptoad Conitibution Reporimng
iaintain CSR
hatntpin Payment
HMairtain Fée Cata
aintain ACR Fie Upload

1

Userd | User

+

Userd | User

Three

Four

Reégisiensd J

| ASHS Secure Ste
J Emplayer Administrator
| Ending Payrof Verfication
EPV Specialist
Qndine Enroiments
Process Envolments
| Report Management
HI Premium Benehl Specishst
Fturn To Wk
RTW Speciaks:

Registeren

Fiid Lipload Comribition Repadiing
Iaintain TSH
taintain Payment
Maintain Fie Data
Maintain ACR File Upload
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Step 4
Click on the Deactivate button at the bottom of the Maintain Employer Web
User page.

Please read the authorization below and acknowledge by checking the box, then click on Save Group Changes.

It is the secure employer website Administrator’s responsibility to authorize access to the applications available on the ASRS secure employer website for the registered employer users.
By giving an employer user access to one or more of the following online applications, you are acknowledging that the employer user is authorized to view all data that is contained within each online application.

Employer Administrator will allow the employer user to add new employer users, authorize and remove access to any of the available online applications, deactivate employer users, authorize and remove LTD and Executive
contacts, manage employer addresses and email address domains, and view recent activity of these changes.

Ending Payroll Verifications will display the name and social security number for employees who have requested retirement or refund from ASRS or died prior to retiring.

Online Contribution Reporting will display the name, social security number, status, salary, contributions, service purchase deductions, employee type, member type, employee classification and hours worked each pay
period for all actively contributing employees.

The name, social security number, salary, ACR amount, employee type and return to work date for return to work retirees will be displayed.
Bank account and routing numbers from which contributions are paid is accessible.
PDA and Term Pay Specialist will receive direct messages that include either a member's Payroll Deduction Authorization or an Authorization for Termination Payment service purchase form that has to be implemented.

Online Enrollments will display the name, date of birth and social security number for new employees who go through the online enrollment process. The name and social security number will also be displayed for employees
who have contributed but not enrolled, and who have enrolled but not yet contributed.

HI Premium Benefit Specialist is authorized to access the health insurance premium benefit report which contains the name, social security number and health insurance elections for certain retirees and LTD participants.
Return to Work forms will display the name, social security number, termination date, normal or early retirement status, return to work date and the intent of their employment.

CNW and Military Call Up will have access to request and view the status of a CNW and/or Military Call Up request.

Leave of Absence will display the name, social security number, and certain employment dates and require response for members requesting to purchase an unpaid leave of absence.

ACH Miscellaneous Payments This feature allows authorized users to make ACH payments for Employer payments to ASRS. Certain payment types will require an SSN and/or back-up document upload.

The secure employer website Administrator is also responsible for deactivating any employer user accounts that are no longer authorized to access the ASRS secure employer website.

[ Authorizing Online Application Access

Save Group Changes

Step 5

Confirm employer user deactivation by clicking on the Deactivate button.

Confirm Employer User Deactivation

Are you sure you would like to deactivate the account belonging User Three? g
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Employer User Deactivated
The account for User Three (USEI‘B) " has been deactivated. You may wish to personally notify User Three of your actions.

[ Return to Maintain Employer Users }

For your convenience, deactivated users will continue to be displayed for 6 months.
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Section 5:

Maintaining Employer Address
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Maintain Employer Address

As an Employer Administrator, you have the ability to update changes in your employer’s
address through the ASRS Secure Employer Website. You may designate a separate physical
address in addition to the mailing address. Changes made to your employer’s mailing address on
the ASRS Secure Employer Website will affect all outgoing postal mail from the ASRS to your
employer.

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, select Maintain Employer Contacts from the
left navigation menu.

86 ARIZONA STATE | Yourinvestment, EMPLOYER

Your future.

RETIREMENT SYSTEM | sccure for your lifetime. SECURE ACCOUNT

Return to ASRS public website

Communication & Education < Emp|°yer Home
Contribution Reporting <
Welcome to Your ASRS Employer Homepage
Online Enroliments <
‘Your employer homepage has been created for you to process information for your employees.

Premium Benefit

<
You have 2 unread messages. Click here to view your Secure Messages
Other Operations <
Employer Name

Leaeiilizmes ASRS Test Employer

Forms & Packets
Administrators:
Ending Payroll Verification

Review Return To Work Data table
Forms

Maintain Employer Users JEAIE st R

Maintain Employer Contacts
Check Member Eligibility

Employer Users Activity

Report

Your Profile <
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Step 3

You will see Employer Address Information at the top of the page. The current mailing address
will be listed first. If a different physical address has been provided, it will appear below the
mailing address; if no physical address has been provided, it will display “Same as Mailing
Address” instead.

Click on the Maintain Employer Address button.

Employer Contacts

Employer Address Information

Mailing Address

Address Line 1: Po Box 33910
Address Line 2:
City: Phoenix

State: AZ
Zip: 85067
Zip Four:

Physical Address

Address Line 1: 3300 N Central Ave
Address Line 2:
City: Phoenix

State: AZ
Zip: 85012
Zip Four:

Maintain Employer Address ” Maintain Email Domains @
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Step 4

On the Update Employer Address page, you can make changes to any of the address

fields.

Update Employer Address

Mailing Address:
Address Line 1:
Address Line 2:

City:
State:
Zip:

Zip Four:

Is Physical Address different from Mailing
Address?

Physical Address:
Address Line 1:
Address Line 2:

City:
State:
Zip:

Zip Four:

Po Box 33910

Phoenix

AZ - ARIZONA

85067

®@Yes ONo

3300 N Central Ave

Phoenix

AZ - ARIZONA

85012

Update Address ’ ’ Cancel Address
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Step 5

If you do not currently have a separate physical address listed, you can add one. Click the Yes
radio button next to the question, “Is Physical Address different from Mailing Address?” Then

enter the physical address information.

If you do currently have a separate physical address listed and you need to remove it altogether,
click on the No radio button next to the “Is Physical Address different from Mailing Address?”

question.

Update Employer Address

Mailing Address:
Address Line 1:
Address Line 2:

City:
State:
Zip:

Zip Four:

Is Physical Address different from Mailing
Address?

Physical Address:
Address Line 1:
Address Line 2:

City:
State:
Zip:

Zip Four:

Po Box 33910

Phoenix

AZ - ARIZONA ~

85067

®@Yes ONo

3300 N Central Ave

Phoenix

AZ - ARIZONA V.

85012

Update Address } { Cancel Address

29



Step 6

Once you are satisfied with the changes, click the Update Address button. If you do not want to
save your changes, click on the Cancel Address button.

Update Address ‘ ‘ Cancel Address

30



Section 6:
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Modify Contact Demographics

Only an Employer Administrator can update an Employer Web User’s or another Employer Administrator’s
contact information like their first name, last name, work email address and work phone number. This is
why we strongly encourage having at least two Employer Administrators so one is always available to
update the other administrator’s information and fill in for each other as needed.

Whenever an Employer Web User or Employer Administrator has a change of name, email address or
phone number, it is important that the information be updated in the ASRS system as soon as possible
because this information is required should the user need to reset their password. The user must enter the
information exactly as we have it in our records and if our information is outdated, the user risks getting
locked out of their account.

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, select Maintain Employer Contacts from the left navigation

menu.

secure website Arizona State
Retirement System
an official digital communications portai of the ASRS Fetum to the ASRS putiiic wetsite

| Your Account b4 Employer Home
Home Page

Welcome to Your ASRS Employer Homepage

Your employer homepage has been created for you to process information for your employess

Communica & Education

Employer Name

Administrators:

! First Name Last Name Phone Email
| | |
| User One 555-123-4567 | useri@work.com |

Application Groups Assigned
Ending Payroll Veriication

The following table sis the applications and groups assigned o you
Review Retumn To Work I
Forms ! Application Group

Maintain Employer Users

| ASRS Secure Sfe Employer Administrator

EPV Specialfst

Maintain Employer Contacts

Check Member Eligibiity

Process Enfoliments

Reports Hi Premium Benefit Speciais

| Premium Benefii Specialist
yer Users Activity RTW Specialss!
yer U Y TW Specialist

Log Oui
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Step 3
On the Employer Contacts page, scroll down to the Employer Contacts List Data Table and select the user you
need to modify by clicking on either their First or Last Name

ACH Miscellaneous
Payments Employer Contacts List
Deposit Summary
P —— Data table
ACR Summary ASRS Login ID First Name | Last Name Groups / Contact Types
Alternate Contribution
Process \User 48 Ned Flanders Remove Contact
Start ACR User 53 Homer |, Simpson
ACR Pay Period Summary N Patty Bouvier

Online Enroliments

Manage Enrollments

Premium Benefit

Premium Benefit Report

Other Operations

Leave of Absence

Forms & Packets

Ending Payroll Verification

Review Retum To Work
Forms

Maintain Employer Users

Maintain Employer Contacts

This opens up the Employer Contacts Details page. On this page, you can designate an Employer Contact Group
if the employee is a member of your organization’s Executive Team, i.e. Principal or Superintendent for a school

district, Fire Chief for a fire district or City Manager for a city. Make sure to click on the Save Contact
Assignments if you make any changes to the Employe Contacts Groups while on this page.

Employer Contact Details

Name Ned Flanders

Work Number (555) 555-5555

Work Email Address ned.flanders@email.com

Executive
|— Select - V|

Employer Contact Groups *

Save Contact Assignments ] [ Cancel Contact Assignments ] [ Meadify Contact Demographics
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Step 4

Click on Modify Contact Demographics to update the user’s email address or telephone number.

Every employer web user must have their own unique email address. If you have registered any web users with a
shared group email address like “accountingteam@workemail.org”, please follow these steps to update their work
email address to one that is unique to the user.

Modify Contact Demographics
It s the secure employer website Administrator's responsibility to authorize changes to demographic information for registered employer users. Please review the following important notes about this change:

* Read the authorization below and acknowledge by checking the box, then click on Confirm Contact Changes.
* The name and email address for the employer user account associated with this contact will also be updated to reflect this change.

First Name Ned
LastName | Flanders
Work Number | (555) 555-5555
Work Email Address ned.flanders@email.com

‘ {1, JaneDoe as employer administrator for the ASRS Test Employer, certify that the changes | am making ta this employer ser's frst name, last name, phone number, and,/or email address constitute updates to the information of the same person for whom this account was
originally created.

To create an employer user account for a different individual, select Cancel and visit Maintain Employer Users.

Make sure to check the box certifying the changes are for the same person for whom the account was originally
created. This will make the Confirm Contact Changes button clickable.

If an account was created as a shared account for a group of individuals like a work team instead of modifying the
acount, create a new user account for each of the individuals in the group. To maintain the secire message history
or record of actions taken by the existing group account, you can re-designate it to one individual, by changing the
First Name and Last Name to an individual. The work email address should be unique to that individual.

Click on Confirm Contact Changes to save the changs.
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Section 7:
Maintaining

Authorized Email Domains
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Maintaining Email Domains

As an Employer Administrator, you are responsible for authorizing and removing employer user
access to the ASRS Secure Employer Website. When an employer user needs to regain access to
their employer user account, they may do so using the Having Trouble Logging In? link which
provides an unlock code via email. If the employer user has terminated employment, they
should no longer have access to their employer email account. Therefore, if that user attempted
to gain unauthorized access to the ASRS Secure Employer Website, they would be unable to do
so even if an Employer Administrator had failed to deactivate their employer user account.

Some employers do not have their own email domains, or may have employer users who have
alternate email domains, including publicly available domains such as gmail.com, yahoo.com,
cox.net, etc. In that circumstance, Employer Administrators can maintain acceptable email
domains for their users.

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, select Maintain Employer Contacts from the
left navigation menu.

secure website Arizona State
Retirement System
an official dignal communications portai of the ASRS returmn to the ASRS pubilic website

| Your Account

Employer Home
Home Page

Welcome to Your ASRS Employer Homepage

Communication & Education

Your employver homepage has been created for vou to process information for your employess
Employer Name
Empioyer Meeting
S, . Administrators:
| First Name | Last Name | Phone Email
| | |
| User One 555-123-4567 | useri@work.com |

Application Groups Assigned

Ending Paviol Vesmeat The following table sts the applications and groups assigned to you
Review Return To Work |

Forms | appiication Group

Mgttt Estaploppts Uiy | ASRS secure 520 Employer Administrator

Verffication | EPV Speclalst

Maintain Employer Contacts

|
Check Member EBgibiity !
|

Oniine Enrol

Process Enroliments

Reports
. HI Premium Benefit Specialist

Empioyer Users Activity
Report

RTW Specialist
Your Profile
View Profie

Change Password

Log Oui
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Step 3

Click on the Maintain Email Domains button under the Employer Address Information

section. For more information about email domains, hover your mouse above the “i”” information
icon.
Employer Address Information
Mailing Address
Address Line 1: 2222 Employer Ave | Employer Administrators are
Address Line 2 responsible for adding email domains
City: Phoenix that are acceptable or have been
State: AZ approved by your employer.
Zip: 00000 Most government and educational
Zip Four: employers will have a domain that may
end with .gov, _edu, or .org; however,
Physical Address there are other email domains.
Please select "Maintain Email
Same as Mailing Domains” to add or remove.
Address
Maintain Employer Address Maintain Email Domains @
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Step 4

You will see a list of the currently accepted email domains for your employer. To add a new
domain, click on the Add a New Email Domain button.

Employer Email Domain List

This is where you may add accepiable email domains to your approved domain list. If you only have ane domain, you will not have access
to remove it

Email Domain | Action

gmail.com Remove Domain
ymail.com Remove Domain
Add a New Email Domain Cancel

Step 5
Enter the domain name, which is the portion following the @ symbol. For example, if your
email address is NewEmployee@newcity.gov, you would enter the domain name as

“newcity.gov”. Click the Add Email Domain button, or Cancel to return to the list of

email domains.

Employer: Add an Email Domain

When adding a domain you start-after the "@" symbol. For example; newemployee@newcity.gov, would be entered as "newcity.gov".

Email Domain work.com
Name:

Add Email Domain Caacel
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Step 6
To remove an email domain, from the Employer Email Domain List click the Remove

Domain link to the right of the domain you wish to remove. Note that if you have only one
domain listed, you will not be permitted to remove it before adding a second domain.

secure website AI'!ZOI'IB State
Retirement System
an official digl(ai communications portal of the ASRS return to the ASRS public website

Your Account Employer Email Domain List

Home Page

_ e This is where you may add acceptable email domains to your approved domain list. If you only have one domain. you will not have access
Communication & Education to remove it

Secure E-Mail
Email Domain | Action

Employer Tutorials

work.com Remove Domain

Employer Meeting
Registration gmail.com Remaove Domain:

Contribution Reporting ymail.com Remove Domain

Geilting Started

Add a New Email Domain Cancel
ACH Account Profiles
Contribution Process

Employer Web-based
Contribution Guide

Maintain Employee

Pay Period Summary
Pay Cycle Information
ACH Payment Summary

Alternate Confribution
Process

Start ACR

ACR Pay Period
Summary

Online Enroliments

Manage Enrcliments
Other Operations

Forms & Packets

Ending Payroll Verification

Review Return To Work
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You must click Remove Email Domain from the confirmation page in order to fully

remove it. If you remove a domain which is still in use by a registered employer user for your
employer, that user will be prompted to choose an approved email domain upon their next login.

Confirm Remove Email Domain

Are you sure you would like to remove the Email Domain gmail com? Once the email domain has been removed it will no longer be on the
approved email domain list. [t may be added again.

IT @ web user is set up with an email domain that has been removed. then the next time the web user logs in they will be prompted o
choose an approved email domain.

Remove Email Domain | cancel
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Section 8:
Accessing the

Employer User Activity
Report
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EMPLOYER ADMINISTRATOR FUNCTION:
Viewing Employer User Activity Report

Each Employer Administrator can view all actions by employer users that have occurred over the
last 60 days.

Step 1
Login to the ASRS Secure Employer Website.

Step 2
From your Employer Home page, sclect Employer Users Activity Report from
the left navigation menu under Other Operations.

Your Account Employer Home

Home Page

Welcome to Your ASRS Employer Homepage

Your emplayer homepage has been created for you to process information for your employees

Communication & Education

Secure E-Mail
Employer Name

Employer Tutorials
Employer B

Employer Meeting
_ Regstraion Administrators:

Contribution Reporting
First Name | Last Name Phone Email
Getting Started
L 555-123:4567 | useri@work.com
ACH Account Profiles User cre Y =

Contribution Process

Application Groups Assigned

Pay Period S : =
Sy Fenod Stmmary The following table lists the applications and groups assigned to you

Pay Cycle Information

ACH Payment Summary Appiication Group
Alternate Contribution ASRS Secure Site Employer Administrator
Erecess Ending Payroll Verification EPV Specialist

Start ACR Maintain CSR

e e File Upload Contribution Reporting | 1 2miain Payment
Summary Maintain File Data

) Maintain ACR File Upload
Cnline Enroliments

Online Enroliments Process Enroliments

Manage Enroliments

Other Operations

Forms & Packels

Ending Payroll Verification
Maintain Employer Users
Maintain Employer Contacts
Check Member Eligibility

Emplover Users Activity
Report

Your Profile
View Profile

Change Password
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Step 3

You will see a listing of each action that has occurred, when that action was taken, which user

performed that action, and a summary of the details associated with that action.

Your Account
Home Page
munication & Education

Secure E-Mail

Employer Tutorials

Empioyer Meeting
Registration

Contribution Reporting
Geltting Started
ACH Account Profiles
Confribution Process
Pay Period Summary
Pay Cycle Information
ACH Payment Summary

Alternate Contribu
Process

Start ACR

ACR Pay Period
Summary

Online Enroliments
Manage Enrolimenis

Other Operations
Forms & Packels
Ending Payroll Verification
Maintain Employer Users
Maintain Employer Contacts
Check Member Eligibility

Employer Users Activity
Report

Your Profile
View Profile
Change Password

Log Out

Employer User Activity Report

-

This report shows the past 60 days of employer user activity

Date Action User Summary

10/26/2015 19:02:47 | ACR User 30 ACR submitted for PPE 12/30/2013
10/20/2015 18:23:48 | ACR User 31 ACR submitted for PPE 12/30/2013
10/0872015 12:49:41 | Ending Payroll Verification User 32 Ending Payroll Verification submitted
10/07/2015 09:24:48 | Online Enroliment User 33 Online Enroliment submitted
10/06/2015 15:25:11 | ACR User 34 ACR submitted for PPE 09/25/2015
10/06/2015 15:22:20 [ ACR User 39 ACR submitted for PPE 09/26/2015
10/06/2015 15:14:35 | Contribution Summary Report | User 36 Contribution file uploaded for PPE 09/26/2015
10/06/2015 15:14:22 | Contribution Summary Report | User 37 Contribution file uploaded for PPE 09/26/2015
10/06/2015 15:13.47 | Confribution Summary Report | User 38 Payment Authorized for

10/06/2015 15.13:39 | Contribution Summary Report | User 3% Payment Created ( updated for
10/06/2015 15:13:13 [ Contribution Summary Report | User 40 Payment Created / updated for
10/06/2015 15:12:25 | Contribution Summary Report | User 41 CSR submitted for PPE 09/26/2015
10/06/2015 11:09:32 | HI Report User 42 Report Viewed

10706720135 11:09:24 | HI Report User 43 Report Viewed

10/06/2015 09:19:34 | HI Report User 44 Report Viewed

10/06/2015 08:52:46 | Ending Payroll Verification User 45 Ending Payroll Verification submitted
10/05/2015 08:059:40 | Return to Work User 46 Return to Work submitted
10/05/2015 08:08:13 | Return to Work User 47 Return to Work submitied
10/02/2015 12:08:23 | Online Enroliment User 48 Online Enrollment submitied
10/02/2015 12:07.08 | Ending Payroll Verification User 49 Ending Payroll Verification submitted
10/02/2015 12:02:42 | Ending Payroll Verification User 50 Ending Payroll Verification submitted
10/01/2015 08:52:29 | Online Enrollment User 51 Online Enroliment submitted
10/01/2015 08:51:31 | Ending Payroll Verification Usef 92 Ending Payroll Verification submitted
10/01/2015 08:50:47 | Ending Payroll Verification User 53 Ending Fayroll Verification submitted
10/01/2015 08:46:02 | Ending Payroll Verification User 54 Ending Payrall Verification submitted
10/01/2015 D8:43:56 | Ending Payroll Verification User 55 Ending Payroll Verification submitted
09/30/2015 15:36:44 | Online Enroliment User 56 Online Enroliment submitted
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