
Arizona State Retirement System 

For more than a half-century, the Arizona State Retirement System (ASRS) has provided retirement, health 

insurance and long term disability benefits to employees of the state, counties, municipalities, universities, 

community colleges, school districts and other political entities.  We are a top performing benefit plan 

administrator with a solid reputation and sustainable plan design. Our organizational culture is based on the 

following principles; Professionalism, Results, Improvement, Diversity and Excellence. We believe in 

delivering service with PRIDE. Check out our webpage, Azasrs.gov, to learn more about the ASRS. 

INFORMATION SECURITY ENGINEER 
Location: Phoenix 

Compensation:  Up to $77,000 + Benefits 

JOB DESCRIPTION:  
 

We want an experienced IT Security Engineer with server administrator skills and a dedicated security 

background. This critical support role will be responsible for supporting the review, research and 

implementation of the remediation measures indicated for endpoints (servers, workstations, printers, etc.) that 

are discovered from the vulnerability reporting tools. The successful candidate must have the knowledge, skills, 

and abilities and to: 
 

 Collaborate and effectively communicate with business and technical staff to assist them in protecting 

the agency information assets 

 Have the ability to completely document a task, particularly where it requires the diligence to train staff 

and protect the agency assets 

 Set and work within deadlines to complete assignments, exercise resourcefulness and prioritize tasks to 

meet multiple demands 

 Follow set objectives and goals to measure performance 

 Effectively work independently and interact with others in a team environment 

 Assist in the delivery of projects on-time and within budgetary constraints 

 Be detail oriented and thorough 

 Be able to develop and follow procedures, analyze problems and assist in the designing of effective 

plans for process improvement  

 Ability to identify security issues and risks, and develop mitigation plans  

 Support, and evaluate security-focused tools, services and reports (e.g. Nexpose, Nessus, Solarwinds, 

etc.)  

 Interpret security policies and procedures  

 Thorough knowledge of the information security principles and concepts  

 Technical knowledge surrounding the use of Virtual Machines, their implementation, administration and 

baseline security settings  (e.g. VmWARE)  

 Technical knowledge of Windows Servers (2003 and above)  

HIGHLY DESIRED QUALIFICATIONS: 
 

 2+ years hands on knowledge and skills for administration of Windows Server 2008 and above 

experience, including administration and baseline security settings  

 Demonstrated hands on assistance/coordination with implementation and/or configuration of networking 

architecture and problem analysis  

 Proven experience implementing security controls frameworks (e.g. meeting NIST requirements, PCI, 

etc.)  

 Hands on experience with one or more of these tools: Proofpoint, Palo Alto, Bluecoat, Nexpose, Nessus 

and Solarwinds is a huge plus 

 Bachelor of Science (BS) in Computer Science or equivalent  

 IT security related professional certification(s)  (e.g. CISSP, HISPP, CEH, or equivalent) 

http://www.azasrs.gov/


BENEFITS: 
 

The State of Arizona offers a comprehensive benefits package, including medical, dental, vision, wellness, life 

insurance for employees and dependents, short and long-term disability, and flexible spending accounts.  

Another benefit to working for the ASRS is the excellent retirement program provided to our employees.  We 

are located in midtown Phoenix, within walking distance from the Light Rail. We also provide free covered 

parking. We provide a stable work environment and an atmosphere that fosters a healthy work-life balance. 

 

Please visit Total Compensation to learn more about benefits offered to our employees. 

HOW TO APPLY: 
 

Apply online at Azstatejobs.gov, Job ID 21323, or email resumes to jobs@azasrs.gov. Please use “IT Security 

Engineer” in the subject line of the email.   

 
Arizona State Government is an EOE/ADA Reasonable Accommodation Employer. 

All newly hired employees are subject to the E-Verify Employment Eligibility Verification Program. 

Candidates selected for hire will be subject to a background investigation to include credit and criminal history.  

The Arizona State Retirement System does not provide sponsorship for this position. 

pref1, pref2, pref3, pref4 

 

http://www.hr.az.gov/Public_Applicant/PA_Total_Compensation.asp
http://www.azstatejobs.gov/
mailto:jobs@azasrs.gov

